MAMSITKA
JUIS OBYYAIOIUXCSl OB MHOOPMAIIMOHHOM BE30IACHOCTH
NETEN

HEJIb34

1. BceM mozipsii cooOIIaTh CBOIO YacTHYIO MHGOPMAIUIO (HACTOSIIHE UMS, (DaMUITHIO, TeIC(OH,
ajipec, HOMEp IIKOJIbL, a TaKkke (hoTorpaduu CBOH, CBOCH CEMbHU U JIpy3eii);

2. OTKpBIBaTh BIOKEHHBIC (DAilIIbI AJIEKTPOHHON TIOYTHI, KOTIa HE 3HACIIb OTIIPABUTEIIS;
3. I'pyOuTth, npuanpaThCs, OKa3blBaTh JaBICHUE — BECTH c€0s1 HEBEXKIIMBO U arpeCcCUBHO;

4. He pacniopspkaiics JeHbraMu TBOEH CeMbH 0€3 pa3pelieHns CTapIInX - BCerAa CIpaninBan
poauTenen;

5. He Bcrpeuaiics ¢ IHTEpHET-3HAKOMBIMU B PEAIbHOW JKU3HU - IIOCOBETYMCS CO B3POCIIBIM,
KOTOPOMY JIOBEPSICILb.

OCTOPOXHO

1. He Bce numryt npasay. Yutaeus o cebe HerpaBay B HTepHeTe — co00IIM 00 3TOM CBOUM
POAMTEINAM WK OTIEKYHaM;

2. [IpurnamaroT nepenuchiBaThCsl, UTPATh, 0OMEHUBATHCS - IPOBEPH, HET JIM MOABOXA;
3. He3akonHoe komnupoBanue ¢aiiinos B UHTepHETE - BOPOBCTBO;
4. Bcerna pacckasbiBaii B3pOCIIbIM O IIpoOiieMax B CETH - OHHU BCEra MOMOTYT;

5. Vcrionb3yit HaCTPOMKH O€301MacHOCTH U IPUBATHOCTH, YTOOBI HE TIOTEPSATH CBOM AKKAYHTHI B
COLICETSIX M JPYTuX Mopraax.

MOXHO

1. YBaxaii Ipyrux 1mojab30BaTeseu;

2. Ilonp3yenibest IHTEpHET-UCTOUHUKOM - JIeNail CChUIKY Ha HETO;
3. OTKpBbIBaii TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O6maTbcs 32 HOMOILBIO B3POCIIBIM - POJUTEINH, ONIEKYHBI U aIMUHUCTPALlUs CAUTOB BCEria
IIOMOT'YT;

5. Ipoiian oOyueHue Ha caiite «CeTeBUYOK» U TIOTYYH MacopT NU(POBOro Ipax aHuHA!

[Tucemo Munobpnayku Poccuu ot 14.05.2018 Ne 08-1184

O HampaBneHHH HHPOPMALIAN

© Martepuan u3z CrnpaBouyHoii cuctemsl «O0Opa3zoBaHUEY.

[TonpoOuee: http://vip.1obraz.ru/#/document/97/443572/po480/?of=copy-fabfc4bbfl
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NHO®OPMALIMOHHASA ITAMATKA /151 OBYYHAIOIIIUXCA

C xax/1pIM I'0ZIOM MOJIOAICKH B UHTEPHETE CTAHOBUTHCS OOJIbIIIE, A IIKOJIBHUKH OJTHU U3 CaMBIX
aKTHBHBIX ITOJIb30Barened Pynera. Mexay TeM, HOMMMO OIPOMHOI'O KOJIMYECTBA BO3MOKHOCTEH,
UHTEPHET HeceT U MpobiieMbl. DTa namsTKa JODKHA IIOMOYb Tebe 0e3011acHO HaXOIUThCSI B CETH.

KOMHBIOTepHBIC BUPYChBI

KomnbroTepHslil BUPYC - 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX IPOTrPaMM, OTIIMYUTEIbHOMN
0COOEHHOCTBIO KOTOPOHi SBIISIETCSA CIIOCOOHOCTH K pa3MHOKEHHIO. B omoHeHne Kk 3 Tomy,
BUPYCBHI MOT'YT IIOBPEIUTH WIIM NOJHOCTHIO YHUUTOXKUTH BCe (ailyibl U TaHHbIE,
MOJIKOHTPOJIbHBIE MOJIb30BATEIN0, OT UMEHU KOTOPOTro Oblja 3amylieHa 3apaxéHHas mporpamma,
a TaKkKe MOBPEIUTh WIM JAa)Ke YHUUTOXKHUTh ONEPAllMOHHYIO CHCTEMY CO BceMH (paiiinamu B
1esnoM. B OonbIIMHCTBE CllydyaeB pacnpOCTPaHSAIOTCS BUPYChI UEPE3 UHTEPHET.

MeTtoap! 3a1IMTHI OT BPCIOHOCHLBIX ITPOIpaMMm:

1. Ucnionb3yil coBpeMeHHbIE ONEpaMOHHbIE CUCTEMbI, UMEIOLINE CEPhE3HBIN YPOBEHD 3aIUTHI
OT BPEIOHOCHBIX ITPOTPAMM,;

2. IlocTtosiHHO ycTaHaBIMBal nadyTy (U POBbIE 3aIUIaTKU, KOTOPbIE aBTOMaTUYECKU
YCTaHaBJIMBAIOTCS C LEJIbIO JOPAOTKU MPOrpaMMBbl) U Jpyrue OOHOBJIEHUS CBOEH onepaliioHHON
cuctembl. CkaunBai uX TOJBKO ¢ ounmaibHOro caiita pazpaborunka OC. Ecnu cymectByeT
PEKUM aBTOMATUYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE 1101 [TpaBaMH M0JIb30BaTENs, a HE aAMUHUCTpATOpa. JTO HE
II03BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX POTPaMM WHCTATMPOBATHCS HA TBOEM MEPCOHATEHOM

KOMITbIOTEPE;

4. Ucnonb3yil aHTUBUPYCHBIE IPOIPAMMHBIE ITPOTYKThl U3BECTHBIX IIPOU3BOIUTEINEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannyp (HU3HYECKHA JOCTYI K KOMITBIOTEPY JUIS TOCTOPOHHUX JIHII;

6. Vcrionb3yii BHENTHHE HOCUTENH HH(OPMAIINH, TaKUe KaK (premka, 1ucK wim ¢aiin u3
UHTEPHETA, TOJIKO U3 MPO(EPEHHBIX HCTOUHUKOB;

7. He oTkphIBail KOMIbIOTEpHBIE (Daiiiibl, OJyYSHHbIE U3 HeHaI&KHbBIX UICTOUHUKOB. [laxke Te
(aiisel, KOTOPBIE IPUCITA TBOI 3HAKOMBIW. JIydIlie yToOuHU y HETo, OTHPABJISUI JIK OH TeOe HX.

Cetu WI-FI

Wi-Fi - 3T0 He BUJI Iepeiauu JaHHBIX, HE TEXHOJIOTHs, a BCETo JIMIb Open, Mapka. Emie B 1991
roJly HUJEpIaH ICKask KoMraHus 3apeructpupoana opena « WECA», uto 0003Hauano
cnoBocoyetanne « Wireless Fidelity», KOTopslii mepeBOIUTCS KakK «0ecpoOBOAHASI TOYHOCTHY.



Jlo Haliero BpeMeHH JIoIiIa Apyras ab0peBrarypa, KoTopast BJII€TCs TAKOU jK€ TEXHOJIOTHEH.
Orto abOpeBuarypa « Wi-Fi». Takoe Ha3BaHWe OBUIO 1aHO C HAMEKOM Ha CTaHJapT BHICIINI
3ByKoBO# TexHukH Hi-Fi, 4TO B mepeBo/ie 03HaYaeT «BbICOKAst TOYHOCTHY.

Ja, OecrutaTHbI MHTEPHET-IOCTYII B Kae, OTEIIAX U a3pOIopTax SBISETCS OTIIMYHON
BO3MO>KHOCTBIO BBIX0JIa B MHTEpHET. HO MHOTHE 3KCTIIEPThHI CYUTAIOT, YTO 0OIIeAOCTYITHBIE Wi-
Fi ceru He sBisArOTCS O€30IIaCHBIMU.

Cogetsl 1o 6e30macHOCTH padboTe B 00Ie10CcTyMHBIX ceTsax Wi-fi:

1. He nmepenaBaii cBoto muuHyro nHpopMaIuio yepes odmenoctymubie Wi-Fi cetn. Paboras B
HHX, )KeJIaTeIbHO He BBOJIUTD MAPOJIH JOCTYIIA, JOTHHBI M KAKHE-TO HOMEPA,;

2. Ucrionb3yit 1 OOHOBIISIH aHTUBUPYCHBIEC IPOTPaMMbI M OpaHaMayep. TeM caMbIM ThI
obe3omnacuiib ce0s OT 3aKa4YKu BUPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi otkmroun dpynkuuio «OO0muit 1octyn K dailiaam u mpuHTEpamM».
JannHast pyHKIHS 3aKphITa 10 YMOJTYAHUIO, OJJHAKO HEKOTOPHIC IMOJIH30BATEIIN aKTUBUPYIOT €8
JUTsl y10OCTBa MCIIOIBb30BaHMsI B paboTe uin yuebe;

4. He ucnons3yii myonuunsiii WI-FI 15 nepegaun TUYHBIX JaHHBIX, HAIIPUMED IS BBIXOJIA B
COLMAIIBHBIE CETH WM B AJIEKTPOHHYIO MOYTY;

5. Mnonw3yit Topko 3amuiieHHoe coequaenue yepe3 HTTPS, a ue HTTP, T.e. mpu Habope BeO-
azpeca BBOJIM UMEHHO «https://»;

6. B mobunsHOM Tenedone oTkimroun GyHkuuio «lonkmodyenne k Wi-Fi aBromarndeckn». He
JIOIyCKai aBTOMaTH4eCKOro MOAKIIOYEHHs ycTpoiicTBa k ceTsiMm Wi-Fi 6e3 TBoero cormnacus.

COI_[I/IaJ'IBHLIe CCTn

ConuanbHble ceTH aKTUBHO BXOJST B Hallly KH3Hb, MHOTHE JIIOJU padOTaIOT U )KUBYT TaM
NOCTOSIHHO, a B Facebook yxe 3aperucTpiupoBan MUITHAP/ YETOBEK, YTO SIBIISIETCS OTHOM
CeIbMOM BCeX JKUTeNel TuiaHeThl. MHOTHE TOJh30BaTeNN HE TOHUMAIOT, YTO HHPOpMAIIHs,
pa3MelnIeHHasl MU B COIIMAITBHBIX CETSIX, MOXKET ObITh HaliJIeHa W MCIIOJIb30BaHA KEM yroJIHO, B
TOM YHCJIe HE 0053aTeTbHO ¢ OJIarMMU HaMEPEHHSIMH.

OCHOBHBIE COBETHI IO OE30IIACHOCTU B COLUAIIBHBIX CETAX:

1. Orpanudb CIIUCOK Jpy3eil. Y TeOs B IPY3bsIX HE JOJDKHO OBITh CITYYaHBIX M HE3HAKOMBIX
JIIOJIEH;

2. 3amuiaii cBOIO 4acTHYIO *ku3Hb. He ykasbiBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POXKICHUS U IPYTYIO JTUYHYI0 HHPOPMALIUIO. 3TOYMBIIIUICHHUKHA MOTYT UCIIOJIb30BATh JaKe
uHGOPMAIIUIO O TOM, KaK Thl U TBOU POJUTEINN TUIAHUPYETE MPOBECTH KAaHUKYIIbI;

3. 3amuminaii CBOIO peryTaIuio - JIEP>KU €€ B YUCTOTE U 3a/1aBail ce0e BOIPOC: XOTEN ObI ThHI,
YTOOBI IPyTUe TOJIH30BATENIN BUICIH, YTO ThI 3arpyskaeiib? [loaymaii, mpexae 4eM 4To-To
OI1y0JINKOBATh, HAKCATD U 3aIPy3UTh;

4. Ecin TBI roBopuuib C JIFOAbMHU, KOTOPBIX HC 3HACIIb, HC I/ICHOJII)?)yf/'I CBOC pCaJIbHOC UM U
APYT'YIO JINYHYIO I/IH(1)OpMaI_[I/II/IZ UM, MECTO KUTCJIIBCTBA, MECTO yLIe6BI H IIPpOUCC;



5. U306eraii pazmemienus hotorpaduii B UnTepHere, rae Thl H300pakeH Ha MECTHOCTH, 110
KOTOPOU MOKHO OIPENETUTH TBOE MECTOIIOJIOKEHUE;

6. [Ipu perucrpaiuu B COIMAIBHON CETU HEOOXOUMO HCTIOIB30BaTh CIIOKHBIC ITAPOJIH,
cocrosiue u3 OyKB U HUQP U C KOTUIECTBOM 3HAKOB HE MEHee §;

7. JAns conmanbHOM CEeTH, MOUTHI U IPYTUX CAaTOB HEOOXOAUMO HUCTIOIB30BAThH Pa3HbIE MAPOJIH.
Torna ecau Te6st B3I0MAIOT, TO 37I0YMBIIUIEHHUKH M1OJIy4aT JOCTYI TOJIBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.

DNEeKTPOHHBIC JIEHBIU

DJEeKTPOHHBIEC AEHBI'H — 3TO OYEHb YAOOHBIH CIIOCO0 MIaTexel, OJHAKO CYIIeCTBYIOT
MOLIEHHUKH, KOTOPbIE XOTST MOJYYUTh ITH JICHbIH.

3H€KTpOHHH€ JACHBI'N ITIOABHUJIMCH COBCEM HECJAaBHO U HMCHHO M3-3a 3TOI'O BO MHOI'NX
rocydapCTBax A0 CUX ITOP HE INPOIHUCAHO IIPO HUX B 3aKOHAX.

B Poccuu xxe onn (1)yHKI_[I/IOHI/IpyIOT 1 O HUX YK€ IIPOIMCAHO B 3aKOHC, I'’/IC UX pa3AC/IAOT Ha
HCECKOJIBKO BUJI0B - aHOHMMHBIC 1 HC aHOHUMHBIC. Pa3HI/ILIa B TOM, YTO aHOHHMMHBIC - 3TO TC, B
KOTOPBIX pa3pCIIacTCA IMMPpOBOAUTL OIICpallhun oe3 I/II[GHTI/IQ)I/IKEII_[I/II/I I10JIB30BAaTCIIA, 4 B
HCAaHOHHMMHBIX I/I[[GHTI/I(bI/IKaLII/II/I II0JIL30BATEIIS SBIISICTCS 00s3aTEIIBLHOM.

Taxxe cinenyeT pa3nuyarh 31€KTPOHHbIE (PUaTHBIE JEHBIU (PaBHbBI TOCYAapCTBEHHBIM BaJIIOTaM)
U 3JIEKTPOHHbIE He(UaTHbIE JCHBI'M (HE paBHBI TOCY1aPCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI 10 OE30MACHOM paboTe ¢ NEKTPOHHBIMH JICHBIAMH:

1. IlpuBsixu kK cueTy MOOMIIBHBIN TeneoH. ITO caMblil yAOOHBIH U OBICTPBIN CIIOCO0
BOCCTaHOBUTH JOCTYI K cueTy. [IpuBsi3aHHbIN TenedoH ITOMOXKET, eCii 3a0yAenb CBOU
MJIATEKHBIN MAPOJIb UM 3aiAEIIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnionw3yit onHopazoBblie napoiu. [locne nepexoaa Ha yCUIICHHYIO aBTOPHU3ALIUIO Te0e yiKe
He OyJleT yrpoXaTh OMACHOCTh KPa)XH UITU MepexBaTa IIaTeKHOTO MapoJis;

3. Bribepu cnoxHbIi mapois. [IpectynHukam OyneT He IpOCTO yraaaTh CIO0XKHBIA Mapoib.
Hanexubie mapoiau — 3TO mapojiu, KOTOPhIE COJEPKaT HE MEHEE 8 3HAKOB M BKIIFOYAIOT B CEOs
CTPOYHBIE M MTPOMHUCHBIC OYKBBI, IU(PBI U HECKOJIIEKO CUMBOJIOB, TAKHE KaK 3HAK JI0JIIapa,
¢dbyHTa, BocKIMIaTeIbHbIN 3HaK U T.. Hampumep, StROng!;;

4. He BBOAM CBOM JIMYHBIE ITAHHBIE HA CailTaX, KOTOPBIM HE JOBEPSICILIb.

DJIEKTpOHHAs [TOHTA

DIIEKTPOHHAs [TOYTAa — TO TEXHOJIOTHUS U MIPEIOCTABIISIEMbIE €0 YCIYTH 10 MEePEChUIKE U
MOJTyYEHUIO AJIEKTPOHHBIX COOOIICHUI, KOTOPBIE PACIIPEACTISIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO AIIEKTPOHHBIN TTOYTOBBIH SIIIUK BBITIISIUT CICAYIONUM 00pa3oM:
UMs_TI0JIb30BaTeNnss(@umsi_1oMeHa. Takke KpoMme rnepeaayu MpocToro TeKCTa, MEeeTCs

BO3MOXKHOCTb IepeaBaTh (haibl.

OcCHOBHBIE COBETHI 110 0€30I1aCHOM PaboTe C AIMEKTPOHHOM TTOYTOM:



1. Hago BeIOpaTh npaBuiIbHBIN MOYTOBBIN cepBUC. B MHTEpHETE ecTh OTPOMHBII BBIOOD
OECIUTaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIyUIlle JOBEPATHh TEM, KOTO 3HACIIb U KTO TIEPBBIA B
pEUTHHTE;

2. He yka3piBaii B TMYHOH 1OUTE JIUYHYIO HHPOpManuio. Hampumep, mydiie BEIOpaTh
«My3BIKaITBbHBIN _(panaT@» wim «pok2013» Bmecto «remal3y;

3. Mcnonb3yi IBYX3TAIIHYIO aBTOPU3ALMI0. DTO KOI'/1a TOMUMO HapoJisi HY>KHO BBOJMTH KOJ,
npucbuiaeMblil mo SMS;

4. Boibepu ciIoKHBIN TTapostb. JlJIs Ka)KI0ro MOYTOBOTO SITUKA JOKEH OBITh CBOW HAIC)KHBIH,
YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecii ecTh BO3MOKHOCTB HaIllMCaTh CAaMOMY CBOM JIMUHBIA BOIPOC, UCIIOJIB3YH 3Ty
BO3MO>KHOCTB;

6. I/ICHOHBByﬁ HCCKOJBbKO ITOYTOBLIX AITUKOB. HepBLIfI JUIA YacTHOH MEPCIIUCKU C aIpeCaTaMu,
KOTOPBIM Thbl JOBCPACIUIL. 9T0 BHGKTpOHHBIfI aapeC HC HAA0 UCIIOJIb30BATh IIPU PCTUCTPALIMU Ha

dopymax u caifrax;

7. He oTkpbIBaii (paiinel U Apyrue BIOKEHHS B MUCbMAaX )K€ €CIIU OHU MPUIILIIH OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTIPABIISUTA JTU OHU TeOe 3TH (paiiiisr;

8. [Tocnie okoHyaHust pabOTHI HA MOYTOBOM CEPBUCE MEPE] 3aKPHITUEM BKIIAJIKH C CAUTOM HE
3a0y1b HaXaTh Ha «BeIATIY.

KubepOy muHT Wi BUPTYalbHOE U3/I€BATEIHCTBO

KubepOysmmHr — npecieioBaHue COOOMIEHUSIMHU, COIEPKALIMMHU OCKOPOIEHUs, arpeccHIo,
3allyrUBaHUE; XyJIUTaHCTBO; COLUMAIBHOE OOHKOTUPOBAHHUE C IIOMOIIBIO Pa3INYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO OOPBOE ¢ KHOEPOYIITMHTOM:

1. He ©pocaiics B 60#i. Jlyummnii crioco0: OoCOBETOBATHCS Kak ceOsi BECTH M, €CIIH HET TOTO, K
KOMY MOXXHO O6paTI/ITBC$[, TO BHa4YaJi€ YCIIOKOHUTHCA. Ecan TBI HaYHEIb OTBEYATh
OCKOPOJICHUSIMH Ha OCKOPOJICHHS, TO TOJIBKO eIle OOJIbIIe Pa30kKellb KOH(IIHKT;

2. YnopaBinsii cBoel kubeppernyTaimeii;

3. AHOHMMHOCTb B ceT MHMMasi. CylecTBYIOT CIIOCOObI BBIICHUTbD, KTO CTOUT 3@ aHOHUMHBIM
AKKayHTOM;

4. He cTout BecTH XyJIUraHCKUM 00pa3 BUPTyalbHO ku3HU. IHTepHEeT puKcupyeT Bce TBOU
JEUCTBUS U COXPAHSIET UX. Y AJIUTh UX OyJEeT KpallHe 3aTPyIHUTEIILHO;

5. Cobmrofiait CBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. Irnopupyii ennHUYHBIA HeraTuB. OHOPa30BbIe OCKOPOUTENbHBIE COOOIICHNUS JTyYllIe
UrHopupoBaTb. OOBIUHO arpeccus NpeKkpallaeTcs Ha Ha4yaJbHOU CTa UM,



7. ban arpeccopa. B nporpamMmax oOMeHa MIHOBEHHBIMHU COOOILEHUSIMH, B COLUAJIBHBIX CETAX
€CTh BO3MOKHOCTH OJIOKMPOBKH OTIIPABKH COOOIIEHHH C ONPEICICHHBIX aJJPECOB;

8. Ecnu ThI cBHEeTENs KNOEPOYyIMHTa. TBOM ASUCTBUS: BRICTYIUTH IIPOTHUB IPECIIEI0BATE,
II0Ka3aTh €My, UTO €ro JIeHiCTBUS OLIEHUBAIOTCSI HErATUBHO, IOJIEPKATh KEPTBY, KOTOPOI
HYXKHA [ICUXOJIOTUYECKasi TOMOIIb, COOOIIUTH B3POCIBIM O (DaKTe arpecCCUBHOTO MOBECHHS B
CeTH.

MoOunbHbI TeneoH

CoBpemenHble cMapT(HOHBI U MIAHIIETHI COAEPKAT B ce0e BIOJIHE B3POCIbIA (PYHKIIMOHAT, U
Tenepb OHU MOT'YT KOHKYpUPOBATh CO CTAlMOHAPHBIMU KOMIIbIOTepamMu. OJITHAKO, CPEICTB
3alUThI U1 TOJI00HBIX YCTPOMCTB MOKAa OUY€Hb Masio. TecTupoBaHUE U MOUCK YSI3BUMOCTEH B
HUX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak A [IK, To e camoe kacaeTcs 1 MOOUIIbHBIX

IIPUIOKEHUN.

CoBpemeHHbIe MOOMIIbHBIE Opay3ephl YK€ MPAaKTUYECKH JI0THAJIN HACTOJIbHBIE AHAJIOTH, OJHAKO
pacupenue (GpyHKIMOHAJIa BlIe4eT 3a c000H OOJIBbIIYIO CIOKHOCTh U MEHBILYIO 3alUIIEHHOCTb.

Jlanexo He Bce MPOU3BOIUTENN BBHIITYCKAIOT OOHOBIICHHS, 3aKPBIBAOIINE KPUTHYECKHE
YSI3BUMOCTH JJIs1 CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI JJIA 0€301aCHOCTH MOOHMIILHOI'O TeJ'Ie(bOHaZ

1. Huuero He saBiseTcs MMO-HACTOALIEMY OecIuIaTHBIM. Ey,Z[L OCTOPOIKCH, BCIIb KOI'la Tebe
npeajararoT OecCIIaTHBIN KOHTCHT, B HCM MOT'YT OBITh CKPBITBI KAKUC-TO IJIATHBIC YCIIYTH;

2. Aymaii, mpexe 4em oTnpaButh SMS, hoTo mnu Buaeo. Thl TOUHO 3HACIb, T/Ie OHU OYAYT B
KOHEYHOM HUTOTrE?

3. Heo6xoaumMo 0OHOBIISATH ONEPAIMOHHYIO CHCTEMY TBOETO CMapT(OHa;
4. Ucnonb3yit aHTUBUPYCHBIE IPOIPAMMBI JIJIs1 MOOMIIBHBIX TEIE(POHOB;

5. He 3arpy>1<a171 MMPUITOKECHUSA OT HECU3BCCTHOI'O HCTOYHHUKA, BEAb OHHU MOT'YT COLCPKATH
BPCAOHOCHOC NPOIrpaMMHOC O6€CH€‘I€HI/I€;

6. ITocne Toro Kak Thl BBIAJEIID C caiiTa, I/ie BBOAWII JIMUHYIO HHPOPMAIIHUIO, 3aiiI1 B HACTPOHKU
Opaysepa u ynanu cookies;

7. Hepnozmqecm/l HpOBepHﬁ KaKHuC IVIATHBIC YCIIYI'H aKTUBHUPOBAHBI HA TBOEM HOMCPE;

8. JlaBaii cBOif HOMEp MOOMIILHOTO TeIe(OHa TOIBKO JIFOSIM, KOTOPBIX ThI 3HACIIb K KOMY
JIOBEPSICIIb;

9. Bluetooth nomken ObITh BBIKIIIOUEH, KOTJ]a TH UM HE ToJb3yelibes. He 3a0piBail nHOT 12
MIPOBEPSTH ITO.

Online urpsr

CoBpeMeHHbIE OHJIAHH-UTPBI - 3TO KPACOYHBIE, 3aXBAThIBAIOIME pa3BiIeueHUs, 00bEeIUHSIOINE
COTHH THICSY YEJIOBEK 10 BceMy MHpPY. Urpoku uccinenyroT JaHHbIi UM MHp, OOLIAIOTCS APYT C



APYroOM, BBIIOJHAKT 3aJaHUs, CPAKAOTCA C MOHCTpAMHU U IMMOJIYHArOT OIIBIT. 3a YAOBOJILCTBUC
OHHU IJIATAT: NOKYIIArOT AWCK, OIIJIaYUBAIOT a0OHEMEHT WIJIH HpI/IO6p€TaIOT KaKue-TO OIIIMHU.

Bce aTH cpeacTBa HAyT Ha MOAAEPKAaHUE M PA3BUTHE UTPHI, @ TAKXKE Ha caMy 0€30MacHOCTb!
COBEPILEHCTBYIOTCS] CUCTEMbI aBTOPU3ALIUMH, BBIITYCKAIOTCSI HOBBIE AaTYM (LIU(PPOBBIE 3aIIATKU

JUTSL TIPOTPAaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HBIX HUrpax CTOUT OIaCcaTbCia HC CTOJIbKO CBOUX COIICPHUKOB, CKOJIBKO KPaXH TBOCTO
apoJisi, Ha KOTOpOM OCHOBAaHA CUCTEMaA aBTOpHU3allun OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecn npyroii uTpok BeneT cedsl MII0X0 MK co37aeT TeOe HePHUITHOCTH, 3a0JI0KUPYH ero B
CIMCKE UTPOKOB;

2. lloxkanylicsa aAMUHUCTPATOPaM UIPbl Ha IJIOXOE ITOBEJEHUE 3TOT0 UTPOKA, )KEJIATEIbHO
HOPUIOKHUTE KaKHe-TO JI0Ka3aTeNbCTBA B BUJIE CKPUHOB;

3. He ykasbiBaii 1n4yHyt0 HHPOpMALUIO B Ipodaiiie urpsl;
4. YBaxail Ipyrux y4acTHUKOB IO UTDE;

5. He ycranaBnuBaii Heo(uMaabHbIE TATYH U MOJIBI,

6. Mcnionp3yil clio’KHbIE U pa3HbIe AapOJIH;

7. Jaxe BO BpeMs UI'PbI HE CTOUT OTKJIKOYaTh aHTUBHpPYC. [IoKa ThI urpaens, TBOM KOMIBIOTED
MOTYT 3apa3HTh.

DOumuHT 1IN Kpaxa JUYHBIX JaHHBIX

OObIYHOM KpaXkel JIeHeT U IOKYMEHTOB CErOHs YK€ HUKOTO HE yIUBHUIIb, HO C pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 3JI0yMBIIUIEHHUKH [IEPEMECTUIINCH B UHTEPHET, U IIPOAOJIKAIOT
3aHAMATHCA «JTIOOMMBIMY JIETIOM.

Tak mosiBMIIach HOBasi yrpo3a: HHTEPHET-MOIICHHUYECTBA WK (DUILKHT, TIaBHAS [EJIb KOTOPOTO
COCTOMT B ITOJIy4YCHUU KOH(PHICHINAIBHBIX JaHHBIX IT0JIb30BATENICH — JIOTHHOB U maposeil. Ha
aHrIMicKoM si3bike phishing unraercs kak gummuar (o1 fishing — peiOHas nosis, password —
1apoJib).

OcHOBHBIE COBETHI IO OOPHOE ¢ PUIIUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciiu ThI mojo3peBaeliib, 4To TBOSI aHKETa Obliia B3JIOMaHa, TO
HE0OXO0IMMO 3a0JIOKUPOBATh €€ M COOOIIUTh aIMUHUCTPATOPAM pecypca 00 3TOM KaK MOYKHO
cKopee;

2. Ucnone3yit 6e30macHbie BeO-CaThI, B TOM YHCIIC, MHTEPHET-Mara3nHoOB U TIOUCKOBBIX CHCTEM;

3. Mcnonp3yii crnokHble U pa3Hble Mapoiu. TakuM o0pa3om, eciiu Te0s B3IOMAaIOT, TO
3JIOYMBIIIJICHHUKH TOTYYaT TOCTYI TOJIBKO K OJJHOMY TBOEMY IMPOQIIIO B CETH, a HE KO BCEM;



4. Ecnu Te6s B3710MalM, TO HEOOXOAUMO MPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE
n00aBJICHBI y TEOS B IPY3bsiX, O TOM, YTO TEOS B3JIOMAJIH W, BO3MOKHO, OT TBOETO UMEHH OyIeT
pacchuIaThCs CllaM M CChUIKU Ha (DUIIMHTOBBIE CalTHhI,

5. YcranoBu HanexHbIH maposib (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKIII0YH COXpaHEeHHE Mapods B Opaysepe;

7. He oTkpbIBaii (hailiipl v Apyrue BIOKEHHUS B MUChMAaX JTAXKe €CITM OHU MPHIIUIA OT TBOUX
npys3eil. Jlydie yTo4HH y HUX, OTIPABIISUIN JIM OHU TeOe 3T (paitibl.

[Mudposas penyranus

Hudposas pemyranus - 5T0 HETaTUBHAS WK MTO3UTHBHAS MHPOPMAIUS B CETH O TeOe.
Kommnpomerupyromias uHpopmaiiys pasMenieHHas B FHTEPHETE MOXKET CEPbe3HBIM 00pa3omM
OTpa3uThCs Ha TBOCH peanbHOl u3Hu. «udpoBas pemyranus» - 3T0 TBOM UMUK, KOTOPBIH
dbopmupyetcs u3 uHpopMaluu o Tebe B UHTEPHETE.

TBoe mecTo KHUTCJIBCTBA, y‘l€6I>I, TBOC (bl/IHaHCOBOG ITOJIOKCHUC, 0COOEHHOCTH XapakKTepa u
pacCcKasbl O OIM3KHUX - BCE 3TO HAKAIJIMBACTCS B CCTH.

MHorue nopoCTKH JIETKOMBICIIEHHO OTHOCATCS K IyOJUKAIIUK JTMYHOW HHPOPMALIUH B
HuTtepHeTe, He OHUMasi BO3MOKHBIX MOCeACTBUH. Thl Aa)ke He CMOXKEIb J10TaaThCsl O TOM,
gto (oTorpadusi, pa3MemieHHas 5 1eT Ha3al, cTaja IPUINHON OTKa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, paszmenienue TBoux Gororpaduil u pyrue 1eicTBUS MOTYT HE HCUE3HYTH JaXe
MIOCJIE TOTO, KaK Thl UX YAINIIb. Thl HE 3HACIIH, KTO COXPAHII 3Ty HHPOPMAITUIO, TIoMaa I
OHA B MMOMCKOBBIE CUCTEMBI 1 COXPAaHUIIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O Tebe
OKpY’KaroIIee JIOAM, KOTOPhIe HAWIYT M YBUIAT 3T0. HaliTh mHGOpMAITUIO MHOTO JIET CITYCTS
CMOXKET JIt000i1 - Kak U3 100pBIX MOOYKIACHHI, TaK U C HAMEPEHHEM MPUUUHUTD Bpea. ITO
MOKET OBITh KTO YTOJIHO.

OcCHOBHBIE COBETHI 110 3aLIUTE LU(POBON peryTaLiu:

1. IToxgymaii, mpex e 4eM 4To-To IMyOIMKOBaTh U MepeaaBaTh y ceds B OJI0re MM B COIMATBHOMN
CeTH;

2. B Hactpoiikax nmpo¢uis yCTaHOBHA OTPaHUYEHUS HA IPOCMOTP TBOETO MPOQHIIS U €ro
COJZIEP’KUMOT0, CHENAl €r0 TOJIBKO «IJI APY3€h»;

3. He pa3meniaii 1 He yKa3biBaii HHPOPMAIIHIO, KOTOPasi MOXKET KOTO-THO0 OCKOPOJISTh UITH
00MXKaTh.

ABTOpCKOE IIPaBO
CoBpeMeHHbIE IIKOJIBHUKU- aKTUBHBIE M0JIb30BaTENN LIUPPOBOro npocrpancTsa. OqHaKo
JIaJIeKO HE BCE 3HAIOT, YTO MOJIB30BAHNE MHOTMMHU BO3MOKHOCTSIMHU IIU(PPOBOTO MHpa Tpedyer

CO6J'IIO,I[€HI/I$I IIpaB HAa UHTCJUICKTYAJIbHYIO COOCTBEHHOCTE.

TepMUH «MHTEJIEKTyallbHast COOCTBEHHOCTHY» OTHOCUTCS K Pa3InYHBbIM TBOPEHUSM
YeJIOBEYECKOr0 yMa, HAYMHAs ¢ HOBBIX M300PETCHHIA U 3HAKOB, 0003HAYAIOIINX COOCTBCHHOCTh



Ha OIPOAYKTHI U YCIIYT'U , U 3aKaHYMUBAsl KHUT'aMU, (bOTOI‘pa(bI/IHMI/I, KI/IHO(l)I/IHBMaMI/I n
MY3bIKaJIbHBIMU ITPOU3BCACHUAMMU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha HHTEIICKTYAIbHYIO COOCTBEHHOCTh Ha TIPOU3BEICHUS HAYKH,
JUTEPaTyphl U UCKyCcCTBA. ABTOPCKHE IIpaBa BHICTYNAIOT B KAYECTBE FapaHTUU TOrO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE OyAET HAlpPacHbIM, JacT €My CIIpaBeIIHBbIE
BO3MOXHOCTH 3apab0TaTh Ha pe3ylbTaTax CBOEro TPY/a, MOJIyUYUTh U3BECTHOCTh U IPU3HAHHUE.
Huxkro 6e3 pa3penieHns aBTopa He MOXKET BOCIIPOM3BOANTE €T0 MTPOU3BEICHUE, PACTIPOCTPAHSTH,
yOJINYHO IEMOHCTPUPOBATh, IPOAABATH, UMIIOPTHUPOBATH, ITyCKaTh B IPOKAT, IyOIMYHO
UCTIOJTHAT, TOKA3bIBATH/UCTIOIHATD B 2pHpe WK pasmemars B IHTepHeTe.

Hcnonp3oBaHue (IIHUPATCKOIro» MMporpaMmMHOro obecreyeHnst MOKET IMPpHUBCCTH K MHOT'HUM
PpUCKaM: OT NIOTCPH AAHHBIX K TBOUM aKKayHTaM 10 6JIOKI/IpOBKI/I TBOCTO yCTpOfICTBa, rac
YCTaHOBHGHHLIfI HC JICTaJIbHAA IIporpamMmma. He cTrout Takxe 3216BIBaTB, 4TO CyHICCTBYCT
JerajabHbIC U OSCIIJIaTHEIC ImporpamMmmsal, KOTOPLIC MOXKHO HAlTH B CETH.

O noprane
CereBH4OK.p( - TBOU TJIABHBIN COBETYHK B CETH. 3/1€Ch ThI MOKEIIb Y3HATH O 0€30MaCHOCTH B
CETH TIOHSATHBIM M JJOCTYITHBIM SI3bIKOM, & ITPH BOZHUKHOBEHUU KPUTHYECKOHN CUTYAIHH

00paTUTHCA 32 COBETOM. A TaKKe MPUHATH y4aCTHE B KOHKYPCAaX U CTaTh CaMbIM ITU(POBBIM
rpak iaHuHOM!

[Tucemo MunoOpnayku Poccuu ot 14.05.2018 Ne 08-1184 "O nanpasnenuu uHdopmauu"
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